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Table B.1 — Mapping of SRs and REs to FR SAL levels 1-4

SRs and REs ‘ SAL 2 SAL 3

FR 1 - Identification and authentication control (IAC)
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Figure 1 - Structure of EDSA Certification
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ISA Security Compliance Institute — Embedded Device Security Assurance —
Requirements for embedded device robustness testing
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CRT :Communication Robustness Test Tool
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ISA Security Compliance Institute — Embedded Device Security Assurance —
Functional Security Assessment (FSA)
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Access Control

Use Control

Reference ID and Name

Access Control

ISASecure™ Level

Reference ID and Name

ISASecure™ Level

Use Control

L — FSA-AC-1 Access Control Authorization NA | L — FSA-UC-1 Wireless Access NA
l: FSA-AC-1.1 Role Based Access >1 — L— FSA-UC-1.1 Physical Disable Wireless Access All
FSA-AC-1.2 Dual Approval Access >1 FSA-UC-2 Device Authentication NA
L— FSA-AC-1.3 Least Privilege Default Access >1 L— FSA-UC-2.1 Failures in Cryptology Services All
L— FSA-AC-1.4 Administrator User Role >1 L— FSA-UC-2.2 Basic Device Authentication >1
L— FSA-AC-1.5 Administrator Support Functions >2 L— FSA-UC-2.3 Cryptographic Device Authentication >2
L— FSA-AC-2 User Authentication NA L— FSA-UC-3 Creation of Audit Trail NA
L— FSA-AC-2.1 Authentication by User ID and Password NA L— FSA-UC-3.1 Configuration of Audit Events >2
L— FSA-AC-2.1.1 User Management of Password All L— FSA-UC-3.2 Content of Audit Record NA
L— FSA-AC-2.1.2 Monitor Unsuccessful Login Attempts All l: FSA-UC-3.2.1 Time Stamp for Audit >1
L— FSA-AC-2.1.3 Record Successful Logins All FSA-UC-3.2.2 Information for Non-repudiation >2
L— FSA-AC-2.1.4 Display Previous Login History >2 L— FSA-UC-3.2.3 Additional Content for Audit Record >2
L— FSA-AC-2.1.5 Password Modification Reminder >2 — FSA-&OS.3 Protection of Audit Information NA
L— FSA-AC-2.1.6 Password Strength Enforcement >2 FSA-UC-3.3.1 Audit Fault Warning >2
L— FSA-AC-2.1.7 Action for High Number of Unsuccessful Login All L— FSA-UC-3.3.2 Basic Protection of Audit Information >1
L— FSA-AC-2.1.8 Minimum Password Capability All L— FSA-UC-3.3.3 Crypto Protection of Audit Information >2
L— FSA-AC-2.1.9 Clear Text Passwords All L— FSA-UC-3.4 System Wide Audit >2
L— FSA-AC-2.1.10 Cryptographic Password Protection >2 L— FSA-UC-3.5 Audit Report Generation >1
L— FSA-AC-2.1.11 Access Control for All Exposed Services All
L— FSA-AC-2.2 Other Authentication Methods Not required
L— FSA-AC-2.3 Two Factor Authentication (local network) >2
L— FSA-AC-2.3 Two Factor Authentication (remote) All
L— FSA-AC-2.5 Authentication Feedback All
L— FSA-AC-3 System Use Notification All o= =
L FSA-AC-4 Local Session Locking Timeout >1 IE062443 t a) J& L \ li % E js =E Li a
L— FSA-AC-5 Remote Session Termination Timeout >1 S A o

H 8 EDSAZEEE EDSA311
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Data Integrity

Reference ID and Name

ISASecure™ Level

Data Confidentiality

Data Integrity

Reference ID and Name

ISASecure™ Level

Data Confidentiality

L— FSA-DC-1 Confidentiality of Data in Transit NA
L FSA-DC-1.1 No Clear Text in Data Transit All
L—FSA-DC-1.1 Cryptographic Protection for Data Confidentiality >1
L— FSA-DC-1.2 Cryptographic Key Management >2

L— FSA-DC-2 Confidentiality of Data at Rest NA
L— FSA-DC-2.1 Basic Confidentiality of Data at Rest >1
L— FSA-DC-2.2 Crypto Confidentiality of Data at Rest >2

L —FSA-DC-3 Cryptographic Mechanisms >1

L — FSA-DI-1 Integrity of Data in Transit NA
L FSA-DI-1.1 Insertion of Data Packets >1
L — FSA-DI-1.2 Deletion of Data Packets >1
L— FSA-DI-1.3 Excessive Delay of Data Packets >1
L FSA-DI-1.4 Re-sequencing or Replay of Data Packets >1
L— FSA-DI-1.5 Basic Modification of Transmitted Data >1
L— FSA-DI-1.6 Crypto Modification of Transmitted Data >2
L— FSA-DI-1.7 Point to point Communications NA

L— FSA-DI-1.7.1 Session Creation >1
L — FSA-DI-1.7.2 Basic Session Protection >1
L FSA-DI-1.7.3 Crypto Session Protection >2
L FSA-DI-1.7.4 Session Closure >2
L— FSA-DI-1.7.5 Session Timeout >2
L— FSA-DI-1.8 Multicast / Broadcast Communications NA
L— FSA-DI-1.8.1 Multicast Restrictions >2
L — FSA-DI-1.8.2 Multicast Reception Protection >2
L— FSA-DI-1.8.3 Multicast Transmission Restrictions >2
L— FSA-DI-1.9 Verify Input Data Syntax >1
L FSA-DI-1.10 Handling Error Conditions >1

L— FSA-DI-2 Integrity of Data at Rest Measures >1

L— FSA-DI-2.1 Protection of Static Data NA
L— FSA-DI-2.1.1 Disable Unused Ports All

L — FSA-DI-2.1.2 Write Protection >2

L FSA-DI-2.2 Detection of Unauthorized Changes NA
L FSA-DI-2.2.1 Executable Code Basic Mod Protection >1

L FSA-DI-2.2.2 Executable Code Crypto Mod Protection >2

L FSA-DI-2.2.3 App Configuration Basic Protection >1

L— FSA-DI-2.2.4 App Configuration Crypto Protection >2

L FSA-DI-2.2.5 Verify Application Specific Syntax >1

L— FSA-DI-2.2.6 OS Basic Configuration Protection >1

L — FSA-DI-2.2.7 OS Crypto Configuration Protection >2

L FSA-DI-2.2.8 Basic Executable Code Insert Protection >1

L — FSA-DI-2.2.9 Crypto Executable Code Insert Protection >2

L— FSA-DI-2.2.10 Non Execution of Data >2

— FSA-DI-3 Auto Verify Security Functions >2

Hi B EDSAZEEE EDSA311
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Restrict Data Flow
Timely Response to Event

Network Resource Availability

Reference ID and Name

ISASecure™ Level

Restrict Data Flow
L— FSA-RDF-1 Information Flow Enforcement All
L— FSA-RDF-2 Application Partitioning >1
L— FSA-RDF-3 Security Function Isolation >2
L— FSA-RDF-4 Shared System Resources >2
Timely Response to Event
L— FSA-TRE-1 Incident Response Support >2
Network Resource Availability
L— FSA-NRA-1 Denial of Service Protection Al
L— FSA-NRA-1.1 Data Flooding Protection >2
L— FSA-NRA-1.2 Protocol Fuzzing Protection All
L— FSA-NRA-1.3 Deterministic Loss of Comm All
L— FSA-NRA-1.4 Notification of Attack >1
L— FSA-NRA-1.5 Preservation of Essential Services All
L— FSA-NRA-2 IACS Backup All
L— FSA-NRA-3 IACS Recovery All

H 8 EDSAZEEE EDSA311
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EDSA-312

ISA Security Compliance Institute — Embedded Device Security Assurance —
Security development artifacts for embedded devices
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